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What is CryptoJacking?

Distributed crypto mining approach

Uses the victim's computing power without their consent

Aim is to gain profits with out sharing

Approaches:

o Install malware

o Execute scripts through the web application

m In-Browser CryptoJacking



Procedure of In-Browser CryptoJdacking
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Fig. Procedure of In-Browser CryptoJacking



Cryptojacking: 415,000 Routers Infected with Cryptocurrency
Mining Malware Globally
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Bitcoin may be down, but cryptojackers are still flying high

Latest Report Shows Cryptojacking Increased By 30%
During The Crypto Slump
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‘Cryptojacking’ rises 30% to record highs
despite crypto slump: Report




Approaches to detect Cryptojacking

e Signatures/keywords crawling

e Analysis of computational resource utilization
e Analysis of scripting code

e Opcode analysis

e Trace network packets

e Analysing the hash function of mining script

Evasion techniques are used to evade from these detection approaches.
(CPU limiting, Code obfuscation, Payload hiding, and Changes in script code)



Motivation

o Websites have a unique signature on their metadata like,
e Domain Name (DN) and

e Domain Name System (DNS) records

o Can these metadata help to detect websites performing/involved in in-

browser cryptojacking?



In this work

e Similarity analysis between cryptojacking DNs and other malicious DNs
e Measure the effectiveness of the DN-based approach [1] for identifying
cryptojacked DNs

e Analysis of Indian Government websites

[1]. Sachan, R. K., Agarwal, R., & Shukla, S. K. (2021). Identifying malicious accounts in Blockchains using Domain Names and
associated temporal properties. arXiv preprint arXiv:2106.13420.
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Methedology

o Analyzes the DNS traffic records
o lIdentifies 48 temporal and non-temporal properties/features
e Over the 2 hour (2H) and complete data granularity (ALL)

o Applies both supervised and unsupervised ML models to detect cryptojacked
DNs

[1]. Sachan, R. K., Agarwal, R., & Shukla, S. K. (2021). Identifying malicious accounts in Blockchains using Domain Names and
associated temporal properties. arXiv preprint arXiv:2106.13420.



Features

e Non-Temporal features:

o String-based features

o DNS Query-based features
e Temporal features:

o Burst-based features:

m  Query frequency burst
m  Query Inter-Event Burst

o DNS graph-based features:

m Degree

m Diameter



Datasets

Dataset Cisco Umbrella top 1 million dataset (January 2020) [2]
Total DNS queries 335 Million

Unique DNS queries 1771626 = 1.77 Million

Malicious tag 42002 DNS queries

Cryptojacked Dataset 29777 DNs/TLDs (from public sources)

Cryptojacked in Umbrella | 1188 cryptojacked DNs,
21743 DNS queries

Unmarked cryptojacked 9681 DNS queries
in Umbrella

[2]. OpenINTEL Consortium, “Cisco umbrella 1m,” 01 2019. Accessed: 02/10/2020.



Results

e Minimal divergence between temporal features of mDNs and cDNs.
e Unsupervised ML:

o 9339 DNs > 1% probability to be involve in cryptojacking

o 228 DNs > 99.0% probability to be involve in cryptojacking

o Effective to detect cryptojacked DNs.
e Supervised ML:

l;ﬁ*’:;”;‘z::il Classifier Results in (%)
Train Test BAcc Pre Rec Fl
- 100% DTy 67.56 86.0 35.64 50.0
80% 205 DTt 72.02 85.0 4445 58.0
Total 1771626

o A low Recall on the cDN class signifies the need of improvement.



Case Study: Analysis of Indian Government websites

e 8669 Indian GOl web URLSs [3]

Approach Results/Findings

Signature crawling 66 Cryptojacking signatures
None-of-the Indian webpages contains cryptojacking signatures

Resource utilization 19 resource measure (November to December 2021)
10 DNs have different properties
These should be monitored

Analysis of DNS records DNS graph using IP and NS addresses
7 connected components in the DNS plot
21 unique countries
* DNs of 6728 webpages are hosted in India,
« DNs of 48 webpages are hosted in the USA, and
« DNs of 10 webpages are hosted in Estonia

[3]. IGOD, “Integrated Government Online Directory.” Accessed: 05/08/2021.



Future Work

e Like to improve the metadata-based approach and test it in a large

dataset to detect in-browser cryptojacking.
e Like to develop temporal data of Indian Government websites, which

will be helpful for the metadata-based approach in the future.
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